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Integration with WIZ

1. Log in to your Botprise.com account.
2. Navigate to the integration mesh tab.

ACCOLINT Home > Integration Mesh
ENTERPRISE: Credit 199207
Botprise Lab
boiprise
+ ¢ - Show anly active integrations X Q
Add Integration Refresh Actions
Account overview
$o Smant Studio lcon Name Type Category Status Created Last Modified
i= catalog
aws
Botprise_stagin Cloud Cloudops un 24, 2022, Q4437 AM un 24, 2022, Q4437 AM
[ Developer Workbench v i Ene " ° ) )
"/ Decision studio aws
Botprise_productionV. Cloud Cloudops. o0 Mar 6, 2023, 05:18:03 AM Mar 16, 2023, 05:19:03 AM
[ Analytics
L3 BT (rigger units) aws BotpriseProductionVs Cloud Cloudps o0 Aprie, 2023, 05:2210 AM Apri9, 2023, 05:22:10 AM
"\ Event Hub
[= Billing ] STAGEAWSTEST Cloud CloudOps. (1] Apr23, 2023, 11:38:11 PM Apr 23, 2023, 11:38:11 PM
%+ Integration Mesh
o guardcase Cloud CloudOps. ()] May 10, 2023, 03:50:28 AM May 10, 2023, 03:50:28 AM
e BotpriseProdV10. Cloud CloudOps. o0 May 12, 2023, 04:47:23 AM May 12, 2023, 04:47:23 AM
157 Clobal Settings
@ secnynagement B samsecaomo oven P [P 242022 04517
[ Asset Management
224 Scope Management o Integration Tom TOM, Monitoring oe 0ct 01,2022, 06:47:33 AM 0ct 01,2022, 06:47:33 AM
751 Autodiscovery -
O senp ‘! Zendesk-Trial-Exp095.._ ITSM CloudOps. NetOps, ITOps. ServiceDesk, Se. [V] Aug 26. 2022, 011735 AM Aug 26.2022. 011735 AM
@ DemoNAgiosCoreServer Monitoring and Logging NetOps, CloudOps, ITOps. ServiceDesk, Se. ] Aug 26,2022, 03:28:50 AM Aug 26,2022, 03:28:50 AM
@ DemoNagios Monitoring and Logging NetOps, CloudOps, ITOps. ServiceDesk, Se. (] Sep 14, 2022, 04:15:07 AM Sep14, 2022, 04:15:07 AM
* BotpriseTeams Communication channels CloudOps. DevOps, NetOps, ITOps, Service.. (] Sep 012022, 05:02:22 AM Sep O1. 2022, 05:02:22 AM
Batprise-Datadog-Ins.. APM DevOps, Clouddps, ITOps, Netps (] Sep 02, 2022, O119:29 AM Sep 02,2022, 0119:29 AM
PagerDuty_Botprise TsM ITOps. DevOps, SecOps, CloudOps. 9 Sep 02,2022, 04:58:22 AM Sep 02,2022, 04:58:22 AM
PagerDutyNestreature iTsm TOps, Devops, Secops, Cloudops Y} Jun20.2023, 04:39:43 AM Jun20, 2023, 04:39:43 AM
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3. Add new integration.



4. Choose Wiz.io

Add Integration

ey T

Cloud Security




5. Press “Generate URL"

Add Integration

Choose your integration group or

[ Y + Wiz Integration Basic
WwIZ Integration Level: ~ Standard

Cloud Security Status: OUT IN Enhanced

Enter a unique name for you integration: | WIZ_INTEGRATION Generate URL

Inbound Integration URL

|| Youncedto generate 2 WebHook Url
Mapper
Source: Wiz Field Mapper Destination: Botprise
Ticketld Type
Description
ShortDescription
Severity
AlertType
State
LineOfBusiness

purpose

=1 e

6. Copy the URL in clipboard



Add Integration

Choose your integration group or
b Q ‘ + Wiz Integration

WIZ
Cloud Security Status: OUT IN

Enter a unique name for you integration: | WiZINtegs Generate URL

Inbound Integration URL

Basic
Integration Level:  Standard
Enhanced

Use the following URL to setup your webhook on Wiz, Once the setup is completed, you will see event appear in the events section here. For further
i bout this i referto the

18F_HKSpPIC DCeC)
Al SCA) 1dHIFhY- (s}

Mtegration

@)

Mapper
Source: Wiz Field Mapper Destination: Botprise
Ticketid Type
Description Resource
ShortDescription Priority
Severity
AertType
State
LineOfBusiness

Purpose

7. Log in to your Wiz.io account.

8. Navigate to the project or organization where you want to add
the webhook.

9. Go to the settings or configuration section of the project or
organization.

10. Look for the "Webhooks" or "Integrations" tab/menu option.

11. Click on the "Add webhook" or "Create webhook" button.

12. Provide the necessary details for the webhook, such as the URL
endpoint where the webhook notifications will be sent.

13. Configure any additional settings or parameters for the webhook,
if required.

14. Save the webhook configuration

15. Use Source and Destination areas to map the entities you would
like to use



Add Integration

Choose your iniegration group or search below

1TOoM
Cloud

ITSM

Monitoring and Logging
Communication channels

Security and credential management
Email

Others

APM

Cloud Operations

Chat

Log Management

CMDB

Security Information and Event Management
Application Security Testing

Data Discovery

Container Security

Application Control

Cloud Security

Behavior Analytics

Database Security

about tis integration refe ta the Wiz Daca

hitps.Jidemospi botprise com/integrations

Event

ARAAREIE LS PCITREN VAT IO 1,0k
{20 bETIGHIFRY-xhcAc A

=Y Use the following URL tsetupyour webhook on Wiz Once th setp s completeyou wil e event appear i the event secton here. For futher nformatin

EZOPMELEK Cr il | e

Trigger, Source, Type, Ruleld, RuleName, UpdatedFields, Changedﬂy Issue, Id, Status, Severity, Created, Projects, Resource,

Id, Name, Type, CloudPlatform, Subscriptionld, Subsc:

URL, Control, Id, Name,

Description, Severity

Mapper

Source: Wiz

et

Field Mapper

© ° | Ticketd

SubscriptionName @ -

(o3 Description

Region @
Status ®

ShoriDescription

CloudProviderURL @
Control ®
o @

©

16. Save the configuration

l Your integration instance "Wiz2" has been successfully saved in integration mesh

Region, Status, C

Destination: Botprise

Type




Integration Guide: Setting Up WIZ Events with
Botprise

1. Creating an Integration: Once you've set up an integration, your
Botprise account will receive events from WIZ.

2. Setting Up a Botprise Trigger Unit (BTU): Navigate to the 'Event
Hub' section and press create BTU

X BOTPRISE
ACCOUNT Home 3 BTU
o ENTERPRISE: Credit 199207
Botprise Lab
Botprise
A Show only my BTUs Show only active BTUs Show enly BTUs used in workflows Q
Create BTU Refresh Actions Auto BTU
Account overview
$a smart studio Icon BTU Name Description Category = Status  Runs  Usage Created Last modified Last Run Owner | Entities Extracted
= e
WitTest8TU testDesc Wiz (] o 1 Sepl.2023,0340:31AM  Sep1l, 2023, 03:40:31 AM nfa Vikram 6
[5} Developer Workbench v
*/ Decision Studio
(&) awss3.9 573338807, This control checks if an Amazon 53 Buck. nla (] o i Jul14,2023, 05:00:00 AM  Jul 14,2023, 05:00:00 AM nla Vikram 1
[ Analytics
£ BTu (rigger Units) aws 3.8 5733388607..  This control checks if an Amazon 53 Buck na ] o 1 Jul14,2023, 045938 AM  Jul14, 2023, 045938 AM na Vikram 1
" Event Hub
[= siling aws53.9_5i733389€07... This control checks if an Amazon 53 Buck. nfa (] o 1 Jul 14,2023, 04.58:15AM  Jul 14, 2023, 045815 AM nfa Vikram 1
3% Integration Mesh
BTU_New_OKs BTU_NeW_OKs Datadog (] o 1 Jul 09,2023, 05:27:43PM  Jul 09, 2023, 05:27:49 PM n/a Vikram 7
1 ServiceNow (] o 1 Jun 06,2023, 09:5129 AM  Jun 06. 2023, 09:51:29 AM nla Vikram 6
157 Global Settings
D Security Management Crestebktest Createbkttest SenviceNow @ o 1 May 15,2023, 08:09:05AM  May 15, 2023, 08:09:05 AM n/a Vikram 7
(5 AT
=+ Scape Management Createbkttest Createbkttest SenviceNow (] 5 1 May 15,2023, 08:09:05AM  May 15, 2023, 08:09:05AM  Jun 12,2023, OT:S458AM  Vikram 7
5] Autodiscovery
& sewp BTU_recrRDS BTU_recrRDS SenviceNow @ B 1 May 28,2023, 065230 PM  May 28,2023, 065230 PM  May 28, 2023, O747:04PM  Vikram 7
BTU_DR BTUDR senvicenow @ 4 1 May 26, 2023, 034634 AM  May 26, 2023, 034636 AM  May 31,2023, OT38TIAM  Vikram [
awsS3.9 This control checks if an Amazon 53 Buck. n/a (] o 1 May 24,2023, 04:23:06 AM  May 24,2023, 04:23:06 AM n/a Vikram i
awsS3_8 This control checks if Amazon 53 buckets. nfa (] o 1 May 73,2023, 05:22:09AM  May 23,2023, 05:22:09 AM nfa Vikram 1
. SCAN_encryption_stat. SCAN_encryption_status ServiceNow [V] 5 1 May 22,2023, 0821:3¢ AM  May 22,2023, 082134 AM  May 26,2023, O7:46:59 PM  Vikram 6
BTUFor_OPSRAMP BTUFor_OPSRAMP senviceNow @ o 1 Mar 10,2022, 11:29:27 P Mar 10, 2022 11:29:27 PM n/a Vikram 10
BTU_SLK_VPN BTU_SLK_VPN ServiceNow (] o 1 May 17,2022, 0B:10:54 AM  May 17, 2022, 08:10:54 AM nfa Vikram 7
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3. Select the WIZ event(s), then choose 'Actions' and select 'Create
BTU'

ACCOLINT Home > EventHub
ENTERPRISE: Credit 199207
Botprise Lab
Boiprise
Events ® Event activity by source ® Insights by severity and top resources(s) @& EE
CEETEER c Show only critical events Show only integration events Q
Refresh Actions
#o Smart Studio
Clear
Catalog [-] Source Type Severity Event Identi Detai
5} Developer Workbench v Delete
7 Decision Studio Sep Create BTU JIRA Integration Wrong data jiraissue_updated
[ Analytics
sep CreateAuto BTU IRA  integration Wrong data jirarissue_created
[ BTU (Trigger Units)
" Event Hub Aug17.2023, 08.4713AM  PagerDuty  Integration 0IDW4MZXTIITOHIPOPOTHVEHHH Test
=] illing
& Iniegration Mesh Aug17, 2023, 08:46:43 AM  PagerDuty  Integration QIDWAMEXTS1TOHIPOPOTHVEHHH Test
[ ] Aug09,2023, 031359AM Wiz Integration c36300ac-haof-4e0d-2070-450a10035d5 RESOLVED
181 Clobal Settings ] Aug 09, 2023, 0313:59 AM Wiz tegration fifedba8-587f-4251-8c06-d96EC183M0C RESOLVED
€ Security Management
[ Asset Management Jul 3, 2023, 021818 AM Datadog  Integration pri _botprise._ it at.,
=2 Scope Management
Jul 31, 2023, 015817 AM Datadog  Integration _botprise_c nitor dat
Jul 28, 2023, 06:46:31 AM AWS  Integration 57a36d0f-1985- 58€9-bbc-3032a3194670 This control checks whether unrestricted incoming traffic for the security groups is accessible to the specified ports [
Jul 28, 2023, 06:46:30 AM AWS  Integration 8979103 -d21d-56ac-9723-beeesBBI3920 This control checks whether unrestricted incoming traffic for the security groups is accessible to the specified ports ..
Jul 28, 2023, 06:45:50 AM AWS  Integration 9665ha21- d68c-5c06 ba86-&71c6c30e307 This control checks whether the security groups allow unrestricted incoming traffic. The control fais if ports allow un.
Jul 28, 2023, 06:45:50 AM AWS  Integration £026016d-66ff- 5eBe-bed0-5c50dcd3dria This control checks whether the security groups allow unrestricted incoming traffic. The control fails if ports allow un..
Jul26,2023, 064550 AM  AWS  Integration chsaabsa-6804-5839 -23b2 f677d2bes36e AVPC comes with a default security group whose inital settings deny all inbound traffc, allow all autbound traffic. a..
Jul 28, 2023, 06:45:50 AM AWS Integration ‘£3/4206d-a6(7-5c42-b867-f0501C4be7I This control checks whether the security groups allow unrestricted incoming traffic. The control fails if ports allow un..
Jul 28, 2023, 06:45:50 AM AWS  Integration 420e52b4-1307-5d ce-B1db-078328bb1 30 This control checks whether the 53 bucket policy allows sensitive bucket-level or abject-level actions from a principal .
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4. Enter a unique name and description.

Dataset tagging

Overview

Tagging your train your unt to recognise all

imilar type. By
that the dataset (events you filtered) have been given a unique identification. The tagged data will be used as wraining set to

evaluate your model and to also see if the model s performing wellin the future. Ensure that you give 3 unique tag to this data
subset

Example: Source. Type. UniqueTag
Tagging

@ Enter a unique tag name for your filtered event set
§TU_GSAS_Disk_Cache.Clear
@ Enter a description for your data set

Briefly describs is going to b

© Add alternate tags if you wish to (NOTE: your alternate tags need not be unique)




5. Check the Entity Extraction.

engine auto suggests exiracted data during this process, but these may not be comect for your speciic use
case. In the case that our suggestion does not match with your expected goal. you can choose to manually
train map the data with entities and evaluate them

Edit auto suggestion

o
we T —
Train

Test kafka_topic itsm_tools
e ied

L] ©
type Integration 1691572439.2539291
1< ]
o P
A= e— RESOLVED

User Inputs

[ ]

User specified entities

Select your entities and annotate them ( Left click and drag to select and add)

RESOLVED

RESOLVED

6. Train BTU (it will be done automatically).



7. Test your model.

Entity Extraction from Dataset

8. Triggering Workflows with BTU: The BTU you've set up can be
utilized to initiate specific workflows.

9. Accessing Pre-built Workflows: Visit the 'Catalog' section to
explore a range of pre-built workflows.

10.WIZ Event Integration: Remember, any workflow in the catalog
can be triggered using a WIZ event.

Definitions List

Auto Remediation - Botprise Smartbot reads the ticket
information and other data to understand the intent to take the
appropriate remediation to resolve the issue, gather/analyze



relevant information or update the user with additional
information to solve the issue quickly.

Autodiscovery - Botprise platform has autodiscovery which is
an ability to understand/analyze customers data to run
automation bots.

BAU - Botprise Automation Unit is one of the building blocks
of smartbot which takes input in predefined format, processes it
and passes the processed response to the next associated block.
The are two types of Botprise Automation Units on Botprise
Platform:

e Ceneric Automation Unit - is used in apps. This Unit doesn't

have pre build settings for third party applications.

e Specific Automation Unit - is used in SMART Workflows.
The Specific Automation Units is actually a Generic
Automation Unit with integrated third party application.
(F.E. The SMART workflow app has an Automation Unit to
integrate with ITSM, after you use the app and add your
ITSM tool (f.e. ServiceNow) the Generic Automation Unit
will automatically evolve into Specific Automation Unit.

BDU - Botprise Decision Unit is one of the building blocks of
smartbot which uses ML algorithms from Botprise library or taken
from users. Output of this unit totally depends on the data fed to
it previously. Users may choose Botprise pre-trained DUs or
create their own by train DU on provided data. From a technical
point of view, each BDU ingests some input data and provides a
response based on input.

BTU - Botprise Trigger Unit is one of the building blocks of
smartbots which are based on activities discovery (on platform or
third party ones). BTU is a primary block which supports the
Smart Bot which information should be looked for to start an
operation.



BWU - Botprise workflow units (BWU) Performs tasks that are
integral but local to a workflow and don’t need to connect to
external 3rd party applications to execute. They are units within a
workflow that don’t need any particular input and don’t produce
any output either. A wait timer block that waits for a particular
time of day or a defined time to pass, a wait block that waits for a
prompt on a terminal session to appear, a pass block that does
nothing but accepts an input and returns an output with some
enrichment are examples of BWUs.

Event - (Eg. Message, notification, report, command, update,
etc.) A message from a third party application that is sent to a
Botprise Platform, these messages can be from various sources
like your ITSM, Monitoring tool, Messaging etc. All events from
third party applications are visible on Botprise EventHub. The
user is able to use them to create BTU.

EventHub - The Event Hub is an Botprise platform center to
operate with event's production, detection, consumption,
reaction and analysis of the events.

Integration Mesh - is a Botprise technology to integrate all
users on-premises/cloud infrastructure and applications.
Integration Mesh allows to integrate client’s applications such as
ITSM (eg: ServiceNow), Monitoring tools (eg: DataDog),
Collaboration apps (eg: Slack) and many others.

Scope - The Scope is a logical grouping of credentials,
devices/applications, preferred choice of command post of
execution.

Smart Design Studio - is a Botprise Smartbot/workflow
zero-code based workshop. Interaction with Design Studio do
not require any technical skills because Smartbot/workflows can
be created via Drag and Drop of building blocks (BAU/BDU/BTU
and others).



Smart Workflow - Botprise Smart Workflows are created by
users in a zero-code Smart Design Studio consisting of blocks
(such as BAU/BDU/BTU..) these workflows do execute
operations and are controlled by Smart Bots.

Smart Workflow Application - The application is a pre-built
configuration of units (like BAU) and units ready to integrate.

Smartbots - Botprise Smartbots are bots which research
operational issues to figure out which workflow to use and bring
human involvement if it is needed.



